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TCPA Functions

Public Key Functions
Key Generation
Signature
Encryption / Decryption

Trusted Boot

Initialization and Management
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TCPA Chip

Volitile Memory

RNG

Hash

HMAC

RSA Key Generation

RSA Encrypt / Decrypt

RSA Key Slot 0

RSA Key Slot 9

PCR−0

PCR−14

Key Handles

Auth Session Handles

Owner Auth Secret (160b)

Storage Root Key (2048b)

Endorsement Key (2048b)

Non−volitile MemoryFunctional Units
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