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TCPA Functions

Public Key Functions
Key Generation
Signature
Encryption / Decryption

Trusted Boot
Hash Functions
Platform Configuration

Initialization and Management
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TCPA Chip
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Secure Boot / Signatures

PCR−3

PCR−4

PCR−2

PCR−1

TCPA Chip
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Secure Boot / Signatures
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Secure Boot / Signatures

Bootloader
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Secure Boot / Signatures
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Secure Boot / Signatures
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Secure Boot / Signatures
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Secure Boot / Signatures
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Tree of Keys

TCPA Chip

RSA Key 1

RSA Key 2

RSA Key 3

Storage Root Key

Endorsement Key
Key A

Key B

Key C

Key D

Key E

Encrypted File

Loaded Into Register

Encrypted By Key
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Tree of Keys

(Key A)
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Tree of Keys
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Tree of Keys
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Trusted OS Architecture

Trusted Hardware

Trusted Core
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What it Does NOT Do

Prevent Buffer Overflows, etc.

Make Software More Secure

Eliminate Open Source

Prevent Copying
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The End
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